Verificar Log:

#Tail –F /var/log/messages

1) habilitar roteamento

# echo 1 > /proc/sys/net/ipv4/ip_forward

2) configurar ip’s


#  ifconfig dipositivo ip netmask mascara

Ex.: 
# ifconfig eth0 172.16.43.166 netmask 255.255.255.0


# ifconfig eth1 10.0.0.166 netmask 255.0.0.0

* Cria ip’s com dhcp

# Dhclient dispositivo

Ex.:
# Dhclient eth0

3) Criar rota

# route add default gw “ip” 

Ex.: # route add default gw 172.16.40.252

# route add -net ipRede netmask mascara dev dispositivo

Ex.: # route add -net 10.63.234.0 netmask 255.255.255.0 dev eth1

Caso necessite deletar rota 

# route delete nome da rota

Ex.: 
# route delete default

Apontar para o DNS

Edit o arquivo resolv.conf em etc/resolv.conf 

Comente a primeira linha e mude o ip para 172.16.40.252

Use o nano se estiver na maquina virtual ou gedit se estiver no ubuntu.

Exemplo com o nano: 

# nano /etc/resolv.conf

#search XxxxxX

Nameserver 172.16.40.252

Digite CTRL + O

Enter

CTRL + X

4) Configurar o Firewall

iptables -t nat -A POSTROUTING -j LOG --log-prefix “FW:NAT_POSTR_MASK”

iptables -t nat -A POSTROUTING -j MASQUERADE

iptables -t nat -A PREROUTING -p tcp --dport 80 -j LOG  --log-prefix “FW:NAT_PRE_REDIR”

iptables -t nat -A PREROUTING -i eth0 -p tcp --dport 80 -j REDIRECT --to-port 3128

iptables -t nat -A PREROUTING -i eth0 -p tcp --dport 443 -j REDIRECT --to-port 3128

5) Verifica se existe o squid está instalado: dpkg –l squid

Se não estiver usar:

#  apt-get update


# apt-get install squid

Se instalado ou após instalação:

6) filtrar arquivo de configuração do squid

cp /etc/squid/squid.conf /etc/squid/squid.conf.default

egrep -v "^$|^#" /etc/squid/squid.conf.default >  /etc/squid/squid.conf  #prefiro esse

ou

egrep -v "^$|[#;]" /etc/squid/squid.conf.default >  /etc/squid/squid.conf

7) Abrir o Squid.conf e editá-lo

http_port 3128

cache_mem 8 mb

cache_dir ufs /var/spool/squid 100 16 256

cache_access_log /var/log/squid/access.log

cache_mgr adminstrador@teste.com.br

cache_effective_user proxy

visible_hostname col-3121-li1

hierarchy_stoplist cgi-bin ?

acl QUERY urlpath_regex cgi-bin \?

cache deny QUERY

acl apache rep_header Server ^Apache

broken_vary_encoding allow apache

access_log /var/log/squid/access.log squid

hosts_file /etc/hosts

refresh_pattern ^ftp:

1440
20%
10080

refresh_pattern ^gopher:
1440
0%
1440

refresh_pattern .

0
20%
4320

acl all src 0.0.0.0/0.0.0.0

acl manager proto cache_object

acl localhost src 127.0.0.1/255.255.255.255

acl to_localhost dst 127.0.0.0/8

acl SSL_ports port 443

# https

acl SSL_ports port 563

# snews

acl SSL_ports port 873

# rsync

acl Safe_ports port 80

# http

acl Safe_ports port 21

# ftp

acl Safe_ports port 443

# https

acl Safe_ports port 70

# gopher

acl Safe_ports port 210

# wais

acl Safe_ports port 1025-65535
# unregistered ports

acl Safe_ports port 280

# http-mgmt

acl Safe_ports port 488

# gss-http

acl Safe_ports port 591

# filemaker

acl Safe_ports port 777

# multiling http

acl Safe_ports port 631

# cups

acl Safe_ports port 873

# rsync

acl Safe_ports port 901

# SWAT

acl purge method PURGE

acl CONNECT method CONNECT

acl palavras_proibidas url_regex "etc/squid/proibidas" 

http_access deny palavras_proibidas

http_access allow manager localhost all

http_access deny manager

http_access allow purge localhost

http_access deny purge

http_access deny !Safe_ports

http_access deny CONNECT !SSL_ports

http_access allow localhost

http_reply_access allow all

icp_access allow all

coredump_dir /var/spool/squid

8) dentro do diretório squid criar os arquivos:

· lists

· proibidas  (cat > /etc/squid/proibidas)

dar as devidas permissões: 755

# cat > /etc/squid/proibidas

site1

site2

crtl+c

chmod 755 /etc/squid/probidas

# acabou

/etc/network/interfaces = arquivo de configuração da rede

dhclient eth0 -  para gerar automaticamente o ip

autenticação

1 – Verificar o modulo de autenticação (NCSA AUTH)

2 Verificar o programa de autenticação 

3 – Configurar o squid.conf

4 – Criar o arquivo de usuário/senha (htpassawd)

5 – testar 

--  find -name ncsa_auth

colocar esse caminho no squid.conf ------> /usr/lib/squid/ncsa_auth

find -name passwd

colocar esse caminho no squid.conf ----> /etc/squid/passwd

criar usuario ----> adduser nomeusuario   depois a senha

no squid.conf colocar

auth_param basic program /usr/lib/squid/ncsa_auth etc/squid/passwd

acl usuarios proxy_auth aluno 

http_access allow usuarios

